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Abstract 
 

Digital assets, which continue to be increasing in value, are often being developed by 

multiple entities located in many geographic contexts. Our key question in this research 

is whether the sourcing of developers offshore (vs. onshore) relates to a change in 

confidentiality performance. We also examine the extent to which publisher experience 

moderates this relationship. We employ secondary data on nearly 2000 electronic video 

games released from 2000 to 2010. We find the offshoring weakly relates to worse 

confidentiality performance outcomes, but that experience positively moderates that 

relationship.  
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Introduction 

Digital assets can easily be shared across boundaries, fueling rapid increases in their 

global spread (Anderson & Parker 2013). This ease of sharing and distribution, however, 

has introduced some challenges. Perhaps most notably, it remains difficult to maintain 

digital confidentiality (NAP 2000) – the state in which a proprietary asset upholds its 

intended property of being kept private to authorized users (Black 2016) – as evidenced 

through frequent examples of digital confidentiality losses (Massimino et al. 2018). Here, 

we examine whether the offshoring of a digital asset’s development increases the risk of 

a confidentiality breach. And, to what extent does a firm’s experience mitigate this risk? 

We examine these questions employing secondary data from the electronic video game 
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(EVG) industry.  

We assert that it is not a priori obvious whether digital assets will face greater 

confidentiality risk when developed offshore vs. domestically. Indeed, the relationship 

between offshoring and many other, well-studied performance dimensions does not 

appear to be simple, as extant literature presents many contradictory findings (Mihalache 

& Mihalache 2016). Scant attention has been paid to how operations and supply chain 

decisions relate to confidentiality outcomes (Massimino et al. 2018). We find a negative 

relationship between the employment of an offshore publisher and EVG confidentiality 

performance. We further find a positive and highly-significant interaction between 

experience and offshoring. Our empirical context is also generally considered to be on 

the leading-edge of confidentiality protections, and may therefore offer useful 

prescriptions for more-traditional industries progressing toward digital economies (Ben-

Ner & Siemsen 2017; NAP 2000).  

 

Hypothesis Development 

In the EVG industry, publishers and developers collaborate in the design and development 

of a proprietary digital work (O'Donnell 2014). Publishers provide financing, strategic 

guidance, marketing, and distribution, whereas developers codify tacit product ideas into 

a functional digital form. Commonly, a developer will work for a publisher on a work-

for-hire basis, with the publisher acting as the intermediary between the developer and 

consumers. Although ancillary and/or subcontracted companies may offer specialized 

contributions (e.g., audio/video production, or lending generalizable “engines” to handle 

commodity functions), access and oversight of any complete, functional product is 

typically restricted to the two organizations we consider (O'Donnell 2014). Given the 

importance of upholding confidentiality in this context (Décary-Hétu & Dupont 2012), 

we assert that each organization wishes to do so.  

On one hand, offshoring may provide financial resources to invest in new protection 

methods or technologies (lower costs), a workforce inherently more capable of or driven 

to uphold confidentiality (access to best global talent), an improved ability to identify 

emerging global threats to confidentiality (exposure to new ideas), or increased novelty 

in the solutions designed to uphold confidentiality (improved innovation). These factors 

may lead to improved confidentiality performance (Thomson et al. 2006). Further, 
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protection technologies remain a necessary component of successful protections (Crossler 

et al. 2013); to the extent protection technologies are globally available and offer 

sufficient defenses against threats, the global distribution of work may not affect 

confidentiality performance. Further, it could be argued that nefarious actors can hack 

into digital systems, regardless of location. Following these points, we posit as a null 

hypothesis that offshoring would not harm—or, may even improve—firms’ 

confidentiality performance; formally:  

 

Hypothesis 10 (H10): Confidentiality is unaffected by the offshoring of development 

work.  

 

On the other hand, achieving coordination across national boundaries can be 

challenging (Dibbern et al. 2008). Physical distances between organizations, for instance, 

lessen the communications (Sosa et al. 2002) and knowledge exchanges (Knoben & 

Oerlemans 2006) between them. The communication that does occur also tends to be less 

rich when such distances exist (Daft & Lengel 1986), retarding the development of social 

relationships among workers and inhibiting the exchange of tacit knowledge 

(Noorderhaven & Harzing 2009). National boundaries likely exacerbate these challenges, 

due to differences in cultural attributes,  language (Gray and Massimino 2014), and 

institutions (Lutz 2015). 

Further, keeping up with evolving threats requires firms to routinely synthesize and 

codify their protections into technological and procedural artifacts, and integrate these 

with the behavioral norms of their workforce. Until these artifacts are codified, the 

knowledge about how to protect confidentiality remains tacit; perhaps as a result, the 

speedy, consistent, and complete dissemination of protection technologies has historically 

eluded many companies (Venkatesh & Davis 2000). These coordination challenges can 

present gaps in protections; meanwhile, nefarious actors seeking access to proprietary 

materials often exploit weaknesses wherever they may exist (Craig 2005). Following this, 

we propose: 

 

Hypothesis 1a (H1a): Confidentiality performance decreases with the offshoring of 

development work.  
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There are various reasons to think that inexperienced firms may be more prone to 

confidentiality breaches than more experienced ones. Inexperienced firms may be more 

strapped for critical resources and cash flows, leaving little operational slack to invest in 

other, less-salient areas of performance (Stinchcombe & March 1965). Inexperienced 

firms also tend to maintain a limited set of routines and formal procedures, increasing the 

difficulty of maintaining compliance. Perhaps relatedly, a firm’s adolescence may also 

cause operational failures (Bruderl & Schussler 1990), spawning crises that demand 

immediate attention. Such operational failures suffered by novice firms may also 

contribute directly to confidentiality losses, by enabling opportunities for exploitation by 

nefarious actors.  

Organizations continuously learn from their experiences (Levitt & March 1988). 

Actors also learn and refine heuristics — simple rules, by which to conduct their business 

— through their experience (Bingham & Eisenhardt 2011); effective heuristics may be 

critical drivers in maintaining confidentiality performance. Taken together, we expect that 

organizations will learn through experience how to manage the technologies, the evolving 

threats, and especially the often-unobservable behaviors which affect confidentiality 

performance; formally:  

 

Hypothesis 2: Confidentiality performance increases with experience.  

 

As noted in H1a, offshoring organizations face many challenges in achieving the 

coordination necessary to jointly ensure confidentiality. Following the broad base of 

literature that supports organizational learning phenomena, we posit that as organizations 

accrue experience, they learn to mitigate the various challenges of maintaining 

confidentiality when offshoring. There are a small number of extant studies jointly 

considering organizational learning and offshoring. Manning et al. (2008) note that “over 

time, the distinction between `home-based’ and `foreign’ operations can be expected to 

disappear” (p. 39) and “in particular, as companies become experienced in dealing with 

major offshoring challenges … they become more adept … in engaging in higher-end 

offshoring activities” (p. 40). Managers also often make their initial decision to offshore 

work in the pursuit of a variety of relatively-salient performance dimensions (e.g., lower 
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costs). However, the benefits of offshoring may be grossly underestimated when failing 

to account for learning effects (Cha et al. 2008). The act of offshoring, for instance, may 

present “an opportunity for strategic and organizational transformation” (Jensen 2009: 

190). Offshoring may also present new modes of knowledge acquisition (Chua & Pan 

2008); meanwhile, a firm’s experience can enhance its absorptive capacity (Bertrand 

2011). Taken together, these results suggest that experience may unlock latent 

performance benefits of offshoring, including confidentiality. As a result, we offer the 

following hypothesis:  

 

Hypothesis 3: Experience positively moderates the effects of offshoring on 

confidentiality performance. 

 

Data and Operationalization 

Our context is the global electronic video game (EVG) industry. The types of 

unauthorized, digital distributions considered in our study represent billions of dollars in 

lost revenues for the industry (Craig 2005; Kerr & Moutray 2014; NAP 2000). Of 

particular salience to the EVG context is the Warez Scene (or simply, the “Scene”) — a 

globally-dispersed community whose primary purpose is the unauthorized acquisition 

and redistribution of others’  proprietary digital works. The Scene is the point of origin 

for the vast majority of pirated digital content (Décary-Hétu & Dupont 2012). Although 

the Scene has proliferated for decades (Craig 2005), it remains largely unexplored by 

prescriptive research (Massimino et al. 2017). For a more complete description of Scene 

activities, see Craig (2005); for a description our study’s data collection effort, see 

Massimino et al. (2017). 

When the Scene distributes functional Warez through a Topsite prior to a digital 

product’s official sale, a loss of confidentiality has clearly occurred. Unauthorized 

versions which preempt the official launch are particularly damaging to the product’s 

success (Danaher et al. 2014; Ma et al. 2014). Following this, we code a binary dependent 

variable by comparing the official release date of each EVG to the earliest, automated 

timestamp of creation for associated, valid Warez on a Topsite – formally, ConfPerf =0 if 

functional Warez appeared on the Scene before a product’s official release, and =1 

otherwise.  
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For offshoring, we compare each company’s country of residence for our measure of 

offshoring: Offshore=0 if the publisher and developer reside in the same country, =1 

otherwise. Our main analyses consider the publisher’s experience as our explanatory 

variable of interest. We capture this (PubExp) as the cumulative number of EVGs released 

by the publisher prior to the focal EVG.  

At the product level, we control for the following: (1) the year of official release (Yr), 

capturing industry and technological changes over time (when testing industry 

experience, we omit this control due to collinearity, ρ= .971 between Yr and IndExp); (2) 

indicators of the Entertainment Software Rating Board or equivalent rating (ESRB), 

capturing the target audience; (3) indicators of genre (Genre), capturing the style of 

product; (4) an indicator the platform required by the product (Win); (5) a quasi-

continuous scale (0-to-10) indicating the rating published in a professional review at the 

time of EVG’s official launch (ProdPerf), capturing the product’s performance; and (6) 

indicators of the game’s production budget (Budget). Additionally, we include the 

following controls at both publisher and developer levels: (1) the number of EVGs 

released by each firm within the current year (PubGYr and DevGYr, respectively); (2) the 

national property rights at each location (PubNPR, DevNPR), and (3) the level of 

industrial agglomeration around each firm’s lcoation (PubAglm and DevAglm), 

respectively; and (4) the interaction between NPR and Agglom (see Massimino et al. 

2017). We also include random intercepts at the publisher (εp) and developer (εd) levels.  

We consider the EVG product (g) as the unit of analysis, considering each as 

associated with a publisher (p) and developer (d). Equation 1 presents our full regression 

model, with X reflecting the covariate(s) appropriate for hypothesis testing; this model 

contains all variables presented in Massimino et al. (2017), plus an additional control 

variable (Budget).  

 

Equation (1):  

ConfPerfg= Yearg + (ESRB Dummies)g + (Budget Dummies)g + (Genre Dummies)g  

+ a1*Wing+a2*ProdPerfg + a3*(Budgetg) + a4*ln(PubGYrg) + a5*ln(DevGYrg )  

+ a6*ln(PubAglmg ) + a7*ln(DevAglmg) + a8*(PubNPRg) + a9*(DevNPRg )  

+ a10*(PubAglmg x PubNPRg) + a11*(DevAglmg*DevNPRg ) + X + εg + εP + εD 
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We began with a sample of 3,270 products computer-based EVG released between the 

years 2000 and 2010. Requiring a well-populated set of control variables resulted in 

additional attrition: A complete product performance review reduced our sample to 2,150, 

while requiring the population of all other control variables removed another 203 

observations. Our final sample consists of 1,947 EVG’s, representing 365 distinct 

publisher firms and 810 distinct developers. Descriptive statistics and heat maps of the 

locations can be seen in a full-length version of this paper.  

 

Analysis and Results 

We present the results of our hypothesis tests in Table 1. Regarding Offshore, we find 

marginal support for H1a (Model M1: β=-.034, p=.085). In Model M2, we fail to find a 

significant, linear coefficient for experience (PubExp: β=.001, p=.485). Regarding the 

hypothesized interaction between experience and the offshoring of work (Model M3), we 

find positive and highly significant interaction terms for publisher experience (β=.070, 

p=.005), supporting H3 and offering partial support for H1a, conditional on Offshore. 

Figure 1 provides an interaction plot of Model M3’s results. Counter to our second 

hypothesis, we find a negative relationship between experience and confidentiality 

performance when development work is not offshored; we explore and discuss this result 

further in post-hoc analyses (detailed in the full-length paper).  

 

Table 1. Summary of results, main analyses. Notes: (1) Control variables included in model, but 

not shown; (2) + p<.10, * p<.05, ** p<.01, *** p<.001. 

Variable Model 1 (M1) 

Coeff(SE) 

Model 2 (M2) 

Coeff(SE) 

Model 3 (M3) 

Coeff(SE) 

Offshore -.034 (.025)* -.034 (.025)* -.029 (.025) 

PubExp  .001 (.020) -.044 (.025)* 

Offshore*PubExp  ` .070 (.025)*** 

 

 
Figure 1. Interaction Plots, main analyses: (Left) Unmatched sample; (Right) Matched sample. 
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We believe that the extensive set of controls retained in our primary models assuages 

many of the alternative explanations that may be given for our results. Further, the 

publisher sourcing decision considers many performance dimensions (speed, capability, 

cost, etc.); often, confidentiality concerns are not a major factor in this choice (Bowman 

2013). Nonetheless, due to the location of the partner being a choice, concerns of 

endogeneity (omitted variables bias) exist. To partially address these concerns, we 

utilized propensity score matching; the results of this analysis were consistent with the 

main anlaysis, and are available in the full-length version of this paper.  

 

Discussion and Implications  

Our consideration of digital confidentiality continues a small stream of research that 

examines the origins of unauthorized digital distributions (Ma et al. 2014) and how the 

likelihood of such confidentiality breaches relates to the locations at which legitimate 

work is performed (Massimino et al. 2017; Smith et al. 2007).  

In addition to the results above, we performed post hoc analyses for different 

conceptualizations of offshore (e.g., language difference vs. no language difference), 

different subsamples (e.g., separately considering publishers in emerging markets and 

non-emerging markets), but space limitations prevent reporting on these here.  

Protecting the confidentiality of digital assets will continue to grow in importance. 

Effectively accessing global talent for some important tasks will continue to be necessary 

for most firms to maintain global competitiveness. The digital assets that need to be 

shared to execute such tasks will continue to increase in value. Encouragingly, our results 

indicate the offshoring of EVG development does not, on average, result in reduced 

confidentiality performance. But, experience matters. As evidenced by our empirical 

study, however, it appears that the effects of experience are not entirely straightforward. 

We welcome any future efforts to better understand the nuances that experience may have 

in determining performance along this increasingly-important dimension.  

 

References 

Anderson, E. G., G. G. Parker. 2013. Integration of global knowledge networks. Production and 

Operations Management, 22(6): 1446–1463. 

Ben-Ner, A., E. Siemsen. 2017. Decentralization and localization of production: The organizational and 

economic consequences of additive manufacturing (3D Printing). California Management 

Review, 59(2): 5-23. 

Bertrand, O. 2011. What goes around, comes around: Effects of offshore outsourcing on the export 



Page 9 of 10 
 

 

performance of firms. Journal of International Business Studies, 42(2): 334-344. 

Bingham, C. B., K. M. Eisenhardt. 2011. Rational heuristics: the ‘simple rules’ that strategists learn from 

process experience. Strategic Management Journal, 32(13): 1437-1464. 

Black. 2016. Confidentiality: Black's Law Dictionary. 

Bowman, R. 2013. Why cybersecurity is a supply-chain problem, SupplyChainBrain. 

Bruderl, J., R. Schussler. 1990. Organizational mortality: The liabilities of newness and adolescence. 

Administrative Science Quarterly: 530-547. 

Cha, H. S., D. E. Pingry, M. E. Thatcher. 2008. Managing the knowledge supply chain: an organizational 

learning model of information technology offshore outsourcing. Mis Quarterly: 281-306. 

Chua, A. L., S. L. Pan. 2008. Knowledge transfer and organizational learning in IS offshore sourcing. 

Omega, 36(2): 267-281. 

Craig, P. 2005. Software Piracy Exposed. Syngress, Rockland, MA. 

Crossler, R. E., A. C. Johnston, P. B. Lowry, Q. Hu, M. Warkentin, R. Baskerville. 2013. Future 

directions for behavioral information security research. Computers & Security, 32(2013): 90-

101. 

Daft, R. L., R. H. Lengel. 1986. Organizational information requirements, media richness and structural 

design. Management Science, 32(5): 554–571. 

Danaher, B., M. D. Smith, R. Telang. 2014. Piracy and copyright enforcement mechanisms. J. Lerner, & 

S. Stern, ed., Innovation Policy and the Economy, University of Chicago Press, Chicago, IL, 25-

61. 

Décary-Hétu, D., B. Dupont. 2012. The social network of hackers. Global Crime, 13: 160-175. 

Dibbern, J., J. Winkler, A. Heinzl. 2008. Explaining variations in client extra costs between software 

projects offshored to India. MIS quarterly, 32(2): 333-366. 

Egenfeldt-Nielsen, S., J. H. Smith, S. P. Tosca. 2016. Understanding video games: The essential 

introduction. Routledge. 

Gray, J. V., B. Massimino. 2014. The effect of language differences and national culture on operational 

process compliance. Production and Operations Management, 23: 1042-1056. 

Jensen, P. D. Ø. 2009. A learning perspective on the offshoring of advanced services. Journal of 

international Management, 15(2): 181-193. 

Kerr, W., C. Moutray. 2014. Economic impact of global software theft on U.S. manufacturing 

competitiveness and innovation. Report, National Association of Manufacturing. 

Knoben, J., L. A. Oerlemans. 2006. Proximity and inter‐organizational collaboration: A literature review. 

International Journal of Management Reviews, 8(2): 71-89. 

Levitt, B., J. G. March. 1988. Organizational learning. Annual review of sociology, 14(1): 319-338. 

Lutz, R. E. 2015. Linking trade, intellectual property and investment in the globalizing economy: the 

interrelated roles of FTAs, IP and the United Statesed., Intellectual Property and Free Trade 

Agreements in the Asia-Pacific Region, Springer, 155-170. 

Ma, L., A. L. Montgomery, P. V. Singh, M. D. Smith. 2014. An empirical analysis of the impact of pre-

release movie piracy on box office revenue. Information Systems Research, 25(3): 590-603. 

Manning, S., A. Lewin, S. Massini. 2008. The globalization of innovation: a dynamic perspective on 

offshoring. Academy of Management Perspectives, 22(3): 35-54. 

Massimino, B., J. Gray, K. Boyer. 2017. The effects of agglomeration and national property rights on 

digital confidentiality performance. Production and Operations Management, 26(1): 162-179. 

Massimino, B., J. Gray, Y. Lan. 2018. On the Inattention to Digital Confidentiality in Operations and 

Supply Chain Research. Production and Operations Management, Forthcoming. 

Mihalache, M., O. R. Mihalache. 2016. A decisional framework of offshoring: integrating insights from 

25 years of research to provide direction for future. Decision Sciences, 47(6): 1103-1149. 

NAP. 2000. The digital dilemma: intellectual property in the information age. Report, National Academy 

Press, Washington, DC. 

Noorderhaven, N., A.-W. Harzing. 2009. Knowledge-sharing and social interaction within MNEs. 

Journal of International Business Studies, 40(5): 719-741. 

Smith, G. E., K. J. Watson, W. H. Baker, J. A. P. II. 2007. A critical balance: collaboration and security in 

the IT-enabled supply chain. International Journal of Production Research, 45(11): 2595-2613. 

Sosa, M., S. Eppinger, M. Pich, D. McKendrick, S. Stout. 2002. Factors that influence technical 

communication in distributed product development: an empirical study in the 

telecommunications industry. IEEE Transactions on Engineering Management, 49(1): 45-58. 

Stinchcombe, A. L., J. G. March. 1965. Social structure and organizations. Handbook of organizations, 7: 

142-193. 



Page 10 of 10 
 

 

Thomson, K.-L., R. von Solms, L. Louw. 2006. Cultivating an organizational information security 

culture. Computer Fraud & Security, 2006: 7-11. 

Venkatesh, V., F. D. Davis. 2000. A theoretical extension of the technology acceptance model: Four 

longitudinal field studies. Management science, 46(2): 186-204. 

 


