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Abstract

This research aims to explore the potential of data and data driven technologies in
achieving greater control in the food supply chain and in creating a data rich relationship
between customers and suppliers. A plethora of data (both open and closed) already exists
across the various nodes in the supply chain. The paper presents a brief literature review
along with an analysis of case studies and interview data from a small sample of supply
chain entities within the food sector. The paper provides a conceptual framework to create
integrity and resilience within the food supply chain.
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Introduction

One of the important developments within the food supply chain to harness data is the
rapid progress in the development of active product labels. Active product labels have the
potential to enhance the end-customer experience and also disrupt food supply chain
design and operations. In particular, labels that are able to supply information via
smartphones offer considerable potential to provide a range of value-add services that
augment the customer experience. According to Charlebois et al (2016) there is a lack of
trust across consumer networks in both policy creation and supply networks to deliver
authentic food supply chains. Their research also supports the use of technology by
consumers to bridge the gap between supply chain actors and end users. Improvement in
data exchange technology will facilitate active engagement by the end-customer with the
food supply chain. One of the aspects of the paper is to explore the potential of offering
end-customers greater personal control and power and also in creating a data rich
relationship between customers and suppliers.

However, one could argue that data in large numbers (Big data) already exists across
the supply chain actors, with larger retailers retaining detailed information on each
consumer through the use of loyalty schemes and online purchasing. The use of data to
create authenticity in the food supply chain is a growing concern and hence the
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requirement to link this information across the food supply chain. One of the mechanisms
as proposed in the professional literature is the use of new technology such as the
blockchain and or use of predictive analytics using Big data. Introducing data using
Internet of Things (loT) processes with existing consumer technology such as smart
phones, wearables or RFID can foster connected supply chain with bi-directional
information flows to support greater integrity and authenticity for all actors. Government
reports, such as Elliott (2014) propose the need for data sharing across food chains to
create better resilience and to retain food integrity. The Food standards agency proposes
the need to create a better consumer understanding of the origin of food in the chain, and
clearer metrics around food authenticity, criminality, safety and sustainability (FSA,
2016). However SME’s within the food supply chains do not possess the ability, funds
and networks to integrate, interpret and utilise supply chain data to manage their
operations effectively and efficiently. The convergence of a range of technologies (such
as sensor-based technologies, wearables, advances in human genomics and advanced data
analytics) now offer a platform to further enhance these experiences by addressing
knowledge deficits (e.g. genomic, food requirements), time famines and budgetary
constraints.

This research address two key questions: (i) what are the underlying processes within
data driven food supply chains? (ii) what are the challenges and enablers for operating
data driven food supply chains?

Challenges to Food Supply Chains

Since the Horsemeat scandal, there is an extensive visibility of food fraud and
contamination events in the UK. The Milk scare, Peanut Butter scare and the Horsemeat
scandal showed the vulnerability and the expanse of food risks within food supply chains.
Food contamination and other risks are not focused around one country or product supply
chain but are spread across the world and are caused sometimes by negligence but in
many cases have been intentional fraud. The global nature of food supply chains provides
a channel for the risks to flow rapidly through the supply chains across continents. The
Horsemeat scandal depicted the complexity of the supply chain and the issues with
visibility. The Milk scare in China (2008) depicted that the responsibility and
accountability for limiting the contamination was very important to avoid losses in the
chain (Dani and Deep, 2010). According to Spink and Moyer (2011), food fraud is: “the
deliberate and intentional substitution, addition, tampering or misrepresentation of food,
food ingredients, or food packaging, or false or misleading statement made about a
product, for economic gain”. Lotta and Bogue (2015) discuss that the definition of food
fraud will encompass events of food adulteration and food misrepresentation including
incorrect or misleading labelling (Fassam and Dani, 2017). Agiwal and Mohatadi (2008)
have identified that there will be both intentional causes and unintentional causes for risks
in the food supply chain. Terrorism is at the farthest end of the spectrum of intentional
causes and relates to contamination with the intention of causing harm and fatality to the
final consumer. As seen in the recent cases (Horsemeat, Chinese Milk Scare) the intention
for the contamination was to commit fraud for monetary gains.

Food supply chain risks can be classified on the basis of those risks occurring on
account of limitations in ‘sales and operations planning’ or due to causes leading to supply
disruptions. Sheffi (2005) proposes that to effectively handle contamination incidents and
increase the risk management capability of the firm in the wake of an event, systems
should be robust and flexible. Sheffi and Rice Jr (2005) discuss about internal safety
measures and propose that supply chain resilience can be developed by creating a
proactive safety culture. The food supply chain is primarily vulnerable due to the
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perishable nature of the products and the high levels of risk associated with food from a
consumer perspective. International food supply chains are fragile due to the geographical
spread of its entities, varied economic status between countries and size of entities, and
the difference in legislation across boundaries.

There are two approaches to managing supply chain risks: proactive, referring to
taking precautionary measures to tackle risks, and reactive, referring to reacting once the
risk materialises (Dani, 2015). Both approaches have to work hand-in-hand. It is
important for organisations to invest in building proactive risk management systems.
However these proactive systems should be prepared to react in a crisis scenario. In a
report for DEFRA, Peck (2006) suggested that the rise in food safety incidents and the
risks from environmental uncertainty showed that food businesses were ill prepared to
manage business resilience and has inadequate proactive methods.

Supply Chain Resilience

Tukamuhabwa et al., 2015: pp. 5599) define supply chain resilience as “The adaptive
capability of a supply chain to prepare for and/or respond to disruptions, to make a timely
and cost effective recovery, and therefore progress to a post-disruption state of operations
— ideally, a better state than prior to the disruption”. Considering supply chain disruptions
and the link to resilience, Sheffi and Rice Jr (2005) suggest that supply chains should be
designed for redundancy and flexibility. They suggest ‘redundancy’ as additional
resources (for example safety stock) or multiple suppliers, whereas ‘flexibility’ is the
presence of certain capabilities and characteristics such as responsive manufacturing
practices, agility or supplier relationships to respond effectively to disruptions. Zsidisin
and Wagner (2010) explain that flexibility can mitigate the impact of the disruption
whereas redundancy can help delay the disruption. Christopher and Peck (2004) suggest
that an organisation culture that has a positive and forward looking attitude to managing
supply chain risks with an agility focus can help to achieve supply chain resilience.
Working collaboratively with supply chain partners is also important to develop supply
chain wide resilience.

Wieland and Wallenburg (2013) however do not agree to the view on ‘redundancy’
and ‘flexibility’ and in turn propose that robustness and agility are the two main
requirements to develop supply chain resilience. Robustness is a characteristics of the
supply chain in which future disruptions are anticipated and the ability to cope with these
events is built into the supply chain using proactive strategies. Agility is the ability to
react quickly to the unexpected event and cope with changes by adapting quickly to the
new requirements.

Hohenstein et al., (2015) have suggested various strategies both proactive and reactive
for supply chain resilience: [supply chain collaboration, building redundant inventory and
dual sourcing (proactive)], [agility, manufacturing flexibility, and employing back-up
suppliers (reactive)]. The mixed approach of using both proactive and reactive strategies
to manage disruptions has also been proposed by Chowdhury and Quaddus (2017). Ali et
al., (2017, pp 16) outline the stages of achieving supply chain resilience- “the ability to
anticipate, to adapt, to respond, to recover and to learn from disruptions”. These phases
highlight the need to be able to plan for, adapt and respond to disruptions.

Methodology

This work utilises a dual approach. The first phase involves a review of the literature
within academic journals and professional publications. This review focuses on
challenges within food supply chains, data proliferation and the use of data to manage
supply chains. The second phase involves an analysis of case studies and interview data
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from a small sample of supply chain entities within the food sector. This qualitative data
is analysed using a ‘thematic analysis’ method. The literature review and thematic
analysis provides a conceptual framework to create resilience within the food supply
chain using various data sources.

Table 1 shows some of the literature sources studied to understand the various
fraudulent activities within Food supply chains.

Table 1: Literature sources for fraud cases

Meat (Horsemeat Scandal) Addy (2014), Lawrence (2013), Press
Association (2013)
Dairy (Chinese Milk Scare) Coghlan, 2008; Reuters, 2008;
Fairclough, 2008).
Wine Gallagher, Thomas (2010)
Fish Gallagher, Thomas (2010)
Wheat (Bread) Barling, et al. (2009)
Types of fraudulent activities across Shears (2010), FSA(2016)
various products
Olive Ol Lord, et.al. (2017)

The data for exploring supply chain resilience was sought from various cases in the
academic and professional literature (for example: the Milk scare, Peanut Corporation of
America, Walmart and Hurricane Katrina, Cadburys chocolate recall, etc.). Interviews
were conducted with a small group (6) of food industry representatives to understand the
challenges with using data. These respondents represented technology SME companies
and food companies. Notes were taken at the interviews and analysed to explore themes
for improving the effective use of data.

Data driven food supply chains

Food Supply chains are complex systems with complex data requirements. Data can be
collected at various nodes and operational points of the food supply chain using sensors,
Internet of Things (loT), GPS technologies, and cloud computing (Yu et al., 2001;
Kelepouris et al., 2007; Manzini and Accorsi, 2013; Yu and Nagurney, 2013). Big Data
is another emerging trend which provides processes and capabilities for dealing with large
and complex data sets (Tan et al., 2015; Zhong et al., 2016). Zhong et al., (2015) suggest
that food supply chains need to enhance their capabilities for data processing, data
visualization, data-driven decision models, and decision support systems to make
effective use of the data. The analysis of the literature and various cases from the food
sector provide the following types of data that are relevant for managing food supply
chains.

Traceability: data associated with the origin of raw materials within the food supply
chain. The traceability data will be mapped out from producer to retailer and in the case
of the producer- the traceability of seeds and fertilisers too.

Environmental: data about the environment- weather data, country specific information,
etc.

Cold Chain: data associated with the storage and movement of food products in the supply
chain, for example temperature, humidity, fridge/ freezer conditions, etc.
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Operational: data associated with food processing and movement- data from shop floor
processing, warehousing, etc.

Quality: data associated with quality of the food at producer, processor and retailer stages
of the supply chain. Although this should be collected at all stages, the bulk of the data is
collected from processing or as an entry into the processing stage.

Demand: data from forecasting, retailer environments, social media, 10T (consumer
wearables, smart homes, etc.). Data from systems that can help in understanding demand
patterns and help in optimising ‘sales and operations planning’.

Farming related: data related to food production- soil data, disease data, seed data, etc.

Food waste and consumption patterns: this data is not readily available however the trend
to harness this data both in the supply chain and at the consumer level is on the rise.

A process view of Data driven Food Supply chains

The previous sections have discussed the concepts of resilience, food integrity, and food
fraud. The discussion has been food sector centric with an emphasis on food supply
chains. Figure 1 represents a process model of the discussion in the earlier sections with
the aim to show the connections between the various elements both in terms of affecting
food supply chain resilience as well as the use of data effectively to develop resilience.
Food supply chains are affected by various sources of risks. These risk influencers can be
external to the chain- for example environmental sources of risks, infrastructure
challenges, and demand changes. Food supply chains can be influenced by internal factors
to the operations of the chain, for example: machine breakdowns, fires, etc. Food Fraud
and integrity are considered as separate factors in the figure as they affect food supply
chains in a more serious way. The figure proposes that data from these factors and
operations can be collected using a number of innovative technological enablers and this
data once captured can be analysed to provide effective information to take appropriate
decisions. The management of resilience is both a proactive process as well as a reactive
one.
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Figure 1 —Data and data driven processes to manage food integrity and develop food sc
resilience

Thematic analysis

A number of food fraud cases and cases of food supply chain risks were analysed using
the Thematic approach. The focus of the analysis was to explore the use of data within
these cases and the factors to consider for effective use of the data for developing food
supply chain resilience. Figure 2 represents how these factors interact with supply chain
resilience.

1. Collaboration

Food supply chains have a greater challenge of upstream visibility due to the nature of
the outcome of the final product. Tang and Zimmerman (2013) have suggested the use
of Information and communication technologies to increase visibility and coordination
amongst supply chain partners. However this can be achieved only through
collaboration, and collaboration will happen through the appropriate supply chain
relationship. Ring and Van den Ven, (1992) have suggested that effective
communication, information sharing and joint pay-offs will help build trust within the
collaboration. However for Data sharing between supply chain entities collaboration
will be very important, both in terms of the relationship and the use of appropriate
technology.

2. Appropriate Contracting

Traceability and transparency are achievable in food supply chains through the use of
data sharing and integrated systems. This will require appropriate technology and
resources. With closer vertical coordination and collaboration, contracts could be more
strategic and build in the requirement to share and access data across the supply chain.
Addy (2014) has suggested sometimes the role of sampling and traceability should be
increased (with the appropriate use of data), although trust within the contractual
agreement will still continue to play a focal role.



3. Adherence to ethical codes of conduct

Large food companies and their supply chains will follow ethics codes of conduct
based on the principles of the UN Global Compact (UNGC, online). They will also
follow the laws on labour and Modern slavery and in general laws associated with
sustainability. However, the challenge is maintaining the governance of these beyond
a certain tier upstream and downstream. Data plays an important role in providing this
vital information. However it is also essential that strict ethical codes are followed by
the supply chain entities for accessing and using the data.

4. Data Security
Integrated supply chains, sharing of data, information visibility, etc. are all important
and useful processes for managing risks within food supply chains. However it is
important that important security systems are in place to secure this data flow. All food
supply chain entities in the UK and Europe will be required to follow General Data
Protection Regulation (GDPR).

5. Appropriate Data and systems
An important aspect of using data effectively is to access the appropriate kind of data
for the analysis. Data must be authentic, timely with the appropriate quality. This will
require appropriate systems in place to generate and transfer data. Currently loT
systems, Big Data systems, Enterprise systems are being developed to facilitate both
data generation and sharing for analysis and decision making.

6. Investment
One of the key challenges and hence the enablers within this paradigm of using data
across the food supply chain is the inability of small and medium entities with the food
supply chain to invest in appropriate technologies. Lack of investment and or supply
chain financing could cause major hurdles in the seamless transfer of data across food
supply chains.

Figure 1
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Figure 2 —The factors influencing effective use of Data for Food SC resilience

Conclusions

This paper has explored the topic of data driven food supply chains. The research used a
qualitative design to explore the challenges and the processes linked with the effective
use of data within food supply chains. The research questioned the idea that effective use
of data will be useful to manage both food fraud and integrity as well as provide the
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systems to develop supply chain resilience. The paper presented a process view of this
activity both from a proactive and reactive perspective. Finally the paper explored the
themes that affect the effective use of data and proposed a framework that will enable
data effectiveness to manage supply chain resilience.

It is proposed to test the factors affecting data effectiveness within the food supply
chain empirically. It will be important to understand the flows for both proactive and
reactive strategies separately. Future research will utilise a mixed-method technique to
understand the data utilisation process in detail as well as influence of each factor on the
process.

References

Addy, R (2014) ‘Supermarkets took supply chain ‘on trust” — horsemeat’, 10 Jan,
http://www.foodmanufacture.co.uk/Food-Safety/Supermarkets-took-supply-chain-on-trust-horsemeat

Agiwal, S., Hamid M. (2008) "Risk mitigating strategies in the food supply chain”, paper presented at the
American Agricultural Economics Association Annual Meeting, Orlando, FL, July 27-29, 2008

Ali, A., Mahfouz, A., & Arisha, A. (2017), “Analysing supply chain resilience: integrating the constructs
in a concept mapping framework via a systematic literature review”, Supply Chain Management: An
International Journal, Vol. 22, No. 1, pp. 16-39.

Barling, D, Sharpe, R, Lang T (2009) Traceability and ethical concerns in the UK wheat-bread chain: from
food safety to provenance to transparency, International Journal Of Agricultural Sustainability, 7(4)
2009, pages 261-278

Charlebois, Sylvain ; Schwab, Anita ; Henn, Raphael ; Huck, Christian W.(2016) Food fraud: An
exploratory study for measuring consumer perception towards mislabeled food products and influence
on self-authentication intentions, Trends in Food Science & Technology, April, Vol.50, pp.211-218

Chowdhury, M.M.H. & Quaddus, M. (2017), “Supply chain resilience: Conceptualization and scale
development using dynamic capability theory”, International Journal of Production Economics, Vol
188, pp. 185-204.

Christopher, M. & Peck, H. (2004), “Building the Resilient Supply Chain”, The International Journal of
Logistics Management, Vol. 15, No. 2, pp. 1-14.

Coghlan, A.A.R. (2008) Melamine 'widespread' in China's food chain. New Scientist, September 23rd

Dani, S. (2015), Food Supply Chain Management and Logistics: From Farm to Fork, Kogan Page, London.

Dani, S. and Deep, A. (2010) ‘Fragile food supply chains: reacting to risks’, International Journal of
Logistics Research and Applications, 13 (5), pp. 395-410. ISSN 1367-5567

Elliott, C. (2014) ‘Elliott Review into the Integrity and Assurance of Food Supply Networks — Final
Report’, HM Government, July 2014, [Online] Available from:
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/350726/elliot-review-
final-report-july2014.pdf

Fairclough, G. (2008) Tainting of Milk Is Open Secret in China, The Wall Street Journal, November 3.

Fassam L., Dani S., (2017) "A conceptual understanding of criminality and integrity challenges in food
supply chains", British Food Journal, Vol. 119 Issue: 1, pp.67-83,

FSA (2016). Food crime annual strategic assessment: a 2016 baseline, Food Standards Agency, Jan 2016

Gallagher, M, Thomas, | (2010) Food Fraud: The deliberate Adulteration and Misdescription of Foodstuffs,
EFFL, 6, 347- 353

Hohenstein, N.O., Feisel, E., & Hartmann, E. (2014), “Human resource management issues in supply chain
management research: A systematic literature review from 1998 to 2014”, International Journal of
Physical Distribution & Logistics Management, Vol. 44, No. 6, pp. 434-463.

Kelepouris, T., Pramatari, K. and Doukidis, G. (2007), “RFID-enabled traceability in the food supply
chain”, Industrial Management & Data Systems, Vol. 107 No. 2, pp. 183-200.

Lawrence, F (2013), ‘Horsemeat scandal: where did the 29% horse come in your Tesco burger come from?’
The Guardian, October 22

Lotta F, Bogue J (2015) Defining Food Fraud in the Modern Supply Chain, EFFL, 2, pg 114-122

Lord, N, Spencer J. Albanese, J., Elizondo C.F. (2017) In pursuit of food system integrity: the situational
prevention of food fraud enterprise, Eur J Crim Policy Res., 23:483-501

Mangzini, R. and Accorsi, R. (2013), “The new conceptual framework for food supply chain assessment”,
Journal of Food Engineering, Vol. 115 No. 2, pp. 251-263

Peck H,(2006) Resilience in the Food Chain: A Study of Business Continuity Management in the Food and
Drink Industry, DEFRA

8


http://www.foodmanufacture.co.uk/Food-Safety/Supermarkets-took-supply-chain-on-trust-horsemeat
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/350726/elliot-review-final-report-july2014.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/350726/elliot-review-final-report-july2014.pdf

Press Association (2013), ‘Horsemeat scandal has highlighted complex supply chain of cheap UK food’,
The Huffington Post, Feb 13

Reuters (2008) Melamine use rampant in China feed business, Reuters, 25 Sept

Ring P.S., Van de Ven (1994), ‘Development Processes of Cooperative Interorganizational relationships’,
Academy of Management Review, 19, 1, 90-118

Shears P, (2010),"Food fraud — a current issue but an old problem", British Food Journal, Vol. 112, Iss. 2,
pp. 198 — 213

Sheffi, Yossi (2005) "The Resilient Enterprise”, The MIT Press, 2005

Sheffi, Y. & Rice, J.B. (2005), “A Supply Chain View of the Resilient Enterprise”, MIT Sloan Management
Review, Vol. 47, No. 1, pp. 41-48.

Spink J and Moyer, D.C (2011) “Defining the Public Health Threat of Food Fraud”, 9, Journal of Food
Science, p. 158

Tan, K.H., Zhan, Y., Ji, G., Ye, F. and Chang, C. (2015), “Harvesting big data to enhance supply chain
innovation capabilities: an analytic infrastructure based on deduction graph”, International Journal of
Production Economics, Vol. 165, pp. 223-233.

Tang, C. (2006), “Perspectives in supply chain risk management”. International Journal of Production
Economics, Vol 103, pp. 451-488.

Tang CS, Zimmerman J (2013) ‘Information and Communication Technology for Managing Supply Chain
Risks: How to encourage ethical behavior among all links in a global supply chain’, Communications
of the ACM, vol. 56, no. 7, July 2013

Tukamuhabwa, B.R., Stevenson, M., Busby, J., & Zorzini, M. (2015), “Supply chain resilience: definition,
review and theoretical foundations for further study”, International Journal of Production Research,
Vol. 53, No. 18, pp. 5592-5623.

Wieland, A. & Wallenburg, C.M. (2012), “Dealing with supply chain risks: Linking risk management
practices and strategies to performance”, International Journal of Physical Distribution & Logistics
Management, Vol. 42, No. 10, pp. 887-905.

Yu, M. and Nagurney, A. (2013), “Competitive food supply chain networks with application to fresh
produce”, European Journal of Operational Research, Vol. 224 No. 2, pp. 273-282.

Yu, Z.X., Yan, H. and Cheng, T.C. (2001), “Benefits of information sharing with supply chain
partnerships”, Industrial Management & Data Systems, Vol. 101 No. 3, pp. 114-121.

Zhong, R.Y., Huang, G.Q., Lan, S.L., Dai, Q.Y., Xu, C. and Zhang, T. (2015), “A Big Data approach for
logistics trajectory discovery from RFID-enabled production data”, International Journal of Production
Economics, Vol. 165, pp. 260-272.

Zhong, R.Y., Newman, S.T., Huang, G.Q. and Lan, S.L. (2016), “Big Data for supply chain management
in the service and manufacturing sectors: challenges, opportunities, and future perspectives”, Computers
& Industrial Engineering, Vol. 101, pp. 572-591.

Zsidisin, G.A. & Wagner, S.M. (2010), “Do perceptions become reality? The moderating role of supply
chain resiliency on disruption occurrence”, Journal of Business Logistics, Vol. 31, No. 2, pp. 1-20.



